
 

 

 
PARAS 

PROGRAM FOR APPLIED 
RESEARCH IN AIRPORT SECURITY 

 

PARAS 0031 September 2021 

Airport Response to Unmanned Aircraft 
System (UAS) Threats 

National Safe Skies Alliance, Inc. 
 

Sponsored by the Federal Aviation Administration 



PARAS 0031 September 2021 

 

Airport Response to Unmanned Aircraft System (UAS) Threats ii 
 

Principal Investigator:  
Zachary Shuman 

Woolpert 
Denver, CO 

 
Contributors: 

Rick Day, 6 DOTs 
Aaron Lawrence, Woolpert 

Sheldon Menezes, Woolpert 
Maria Muia, Woolpert 

Drishti Valecha, Woolpert 
 

© 2021 National Safe Skies Alliance, Inc. All rights reserved. 

COPYRIGHT INFORMATION 

Authors herein are responsible for the authenticity of their materials and for obtaining written permissions from 
publishers or persons who own the copyright to any previously published or copyrighted material used herein.  

National Safe Skies Alliance, Inc. (Safe Skies) grants permission to reproduce material in this publication for 
classroom and not-for-profit purposes. Permission is given with the understanding that none of the material will be 
used to imply Safe Skies or Federal Aviation Administration (FAA) endorsement of a particular product, method, or 
practice. It is expected that those reproducing the material in this document for educational and not-for-profit uses 
will give appropriate acknowledgment of the source of any reprinted or reproduced material. For other uses of the 
material, request permission from Safe Skies. 

NOTICE 

The project that is the subject of this report was a part of the Program for Applied Research in Airport Security 
(PARAS), managed by Safe Skies and funded by the FAA.  

The members of the technical panel selected to monitor this project and to review this report were chosen for their 
special competencies and with regard for appropriate balance. The report was reviewed by the technical panel and 
accepted for publication according to procedures established and overseen by Safe Skies. 

The opinions and conclusions expressed or implied in this report are those of the individuals or organizations who 
performed the research and are not necessarily those of Safe Skies or the FAA. 

Safe Skies and the FAA do not endorse products or manufacturers. 



PARAS 0031 September 2021 

 

Airport Response to Unmanned Aircraft System (UAS) Threats iii 
 

NATIONAL SAFE SKIES ALLIANCE, INC. 
National Safe Skies Alliance (Safe Skies) is a non-profit organization that works with airports, government, and 
industry to maintain a safe and effective aviation security system. Safe Skies’ core services focus on helping airport 
operators make informed decisions about their perimeter and access control security. 

Through the ASSIST (Airport Security Systems Integrated Support Testing) Program, Safe Skies conducts 
independent, impartial evaluations of security equipment, systems, and processes at airports throughout the nation. 
Individual airports use the results to make informed decisions when deploying security technologies and procedures.  

Through the POST (Performance and Operational System Testing) Program, Safe Skies conducts long-term 
evaluations of airport-owned equipment to track and document a device or system’s performance continuously over 
its life cycle. 

Through PARAS (Program for Applied Research in Airport Security), Safe Skies provides a forum for addressing 
security problems identified by the aviation industry. 

A Board of Directors and an Oversight Committee oversee Safe Skies’ policies and activities. The Board of 
Directors focuses on organizational structure and corporate development; the Oversight Committee approves 
PARAS projects and sets ASSIST Program priorities.  

Funding for our programs is provided by the Federal Aviation Administration. 
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by the Federal Aviation Administration, and modeled after the Airport Cooperative Research Program of the 
Transportation Research Board. 
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the basis of PARAS projects. Submitted Problem Statements are reviewed once yearly by the Safe Skies Oversight 
Committee but can be submitted at any time. 

A project panel is formed for each funded problem statement. Project panel members are selected by Safe Skies, and 
generally consist of airport professionals, industry consultants, technology providers, and members of academia—all 
with knowledge and experience specific to the project topic. The project panel develops a request of proposals based 
on the Problem Statement, selects a contractor, provides technical guidance and counsel throughout the project, and 
reviews project deliverables. 
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SUMMARY 

The popularity and affordability of Unmanned Aircraft Systems (UAS) bring both benefits and risk. For 
airport operators, a significant risk exists because of the low barrier to entry, limited restrictions, and 
few tracking and reporting mechanisms associated with UAS. While regulations are slowly catching up 
to technological advances, there is still a significant gap, and airports have few places to turn for 
resources to prepare for UAS threats. The FAA does not currently have specific guidance for responding 
to UAS threats; however, other federal agencies (e.g., DHS and Department of Justice) have developed 
guidance that could be useful references for airports when updating their airport emergency plan (AEP). 
This guidebook has been created to assist airport operators with planning for potential threats from UAS 
operating in unauthorized airspace.  

UAS operations around airports can be from numerous different types of operators with varying intents. 
This guidebook is not intended to provide best practices to restrict UAS operations, but rather to prepare 
for the non-responsible operators: the clueless, careless, and reckless. Authorized and safe UAS 
operations in and around airports are not the focus of these responses.  

An airport’s response to a UAS threat will be most successful when the response is planned, 
documented, and effectively executed by trained staff. Airport officials can utilize this guidebook to 
develop their own response plans that incorporate the unique characteristics and structure of their 
airports.  
  
Part of a successful response plan also includes identifying the appropriate stakeholders that should be 
included in the response, and outlining a communication plan. Conducting training and tabletop 
exercises will assist in threat preparedness. These elements and other best practices are discussed in this 
guidance document. While one size does not fit all, the guidance presented in the next sections outline 
the fundamental elements necessary for a thorough response, with variation expected based on airport 
size, available resources, organizational hierarchy, and budget considerations.  

An airport’s response can most easily be outlined through the flow chart below, which is divided into 
three sections: threat assessment, response, and recovery. The flow chart and its associated best practices 
can be utilized by most airports and tailored for their specific needs.   
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Figure 1. Airport UAS Threat Life Cycle Flowchart 
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PARAS ACRONYMS 

ACRP Airport Cooperative Research Program  

AIP Airport Improvement Program 

AOA Air Operations Area 

ARFF Aircraft Rescue & Firefighting 

CCTV Closed Circuit Television 

CFR Code of Federal Regulations 

DHS Department of Homeland Security 

DOT Department of Transportation 

FAA Federal Aviation Administration 

FBI Federal Bureau of Investigation 

FEMA Federal Emergency Management Agency 
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GPS Global Positioning System 

IED Improvised Explosive Device 

IT Information Technology 
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RFP Request for Proposals 
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SIDA Security Identification Display Area 

SOP Standard Operating Procedure 

SSI Sensitive Security Information 
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ABBREVIATIONS, ACRONYMS, INITIALISMS, AND SYMBOLS 

AEP  Airport Emergency Plan 

ATC   Air Traffic Control 

CONOPS  Concept of Operations 

C-UAS  Counter Unmanned Aircraft System 

DFW  Dallas/Fort Worth International Airport 

DEN  Domestic Events Network 

FAM  Federal Air Marshal 

LEAP  Law Enforcement Assistance Program 

LAANC  Low-Altitude Authorization and Notification Capability 

MANPADS  Man-Portable Air-Defense System 

NAS  National Airspace System 

ASH  Security and Hazardous Materials Safety 

TRP  Tactical Response Plan 

TPA  Tampa International Airport 

UAS  Unmanned Aircraft Systems 
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SECTION 1: PLANNING 

With the emergence of UAS in the National Airspace System (NAS), planning for a UAS threat is 
critical to protecting the safety of an airfield. There are numerous facets of planning, including: 

• Stakeholder engagement 
• Response operations guide  
• Training and exercises 
• Community awareness 
• Airport detection, tracking, and identification (DTI) technology 

At a minimum, a planning document should include roles and responsibilities, training protocols, 
communication infrastructure, threat assessment, response, and recovery plan to each threat level. All 
planning documents should be created and maintained as “living” documents (i.e., those that can be 
changed and updated over time). As the industry, technology, and policies around UAS change rapidly, 
reviewing planning documents at least once a year is important to keep them current.  

A UAS response plan can be incorporated into the AEP to leverage existing practices, resources, and 
tools for continuity and ease of training. These response plans should focus on a UAS incursion of 
airspace. In the unlikely event the UAS strikes an aircraft, predefined protocols in the AEP for collisions 
should be followed. UAS threats to airspace and its operators can be treated like other threats originating 
off airports or as on-airport irregular operations events. For example, strategies can be pulled from 
response protocols to laser incidents or man-portable air-defense system (MANPADS) for best practices 
as it relates to UAS threat response (Gould & Schroeder, 2004). The following subsections outline 
strategies to plan for a UAS threat. 

There are different types of UAS transgressors, including nefarious/criminal actors and those 
characterized as clueless and careless. Each category can warrant a different response, and can be 
planned for and mitigated in different ways. Some of these are outlined below and in the different threat 
levels discussed. 

1.1 Stakeholder Engagement  

Effectively preparing for and responding to a UAS threat on an airport requires significant collaboration 
with stakeholders. Involving appropriate stakeholders early and often is key to preparing for a UAS 
threat. Airports should create a UAS working group with all internal and external applicable 
stakeholders, which should meet at least once a year to coordinate and train for a threat response. Table 
1 and the following subsections outline key stakeholders and their corresponding responsibilities in 
planning for and responding to a UAS threat. Also, consider involving stakeholders that may have 
concerns that indirectly relate to unauthorized UAS operations; for example, Border Patrol and National 
Guard may be concerned with potential privacy concerns due to UAS flying overhead. In order to 
develop a holistic response plan, conversations should be conducted with all stakeholders regarding their 
concerns, and results should be documented.  

During responses for a medium or high threat,1 it is critical to set-up a unified command per the airports 
AEP. The specific level or type of threat that requires a unified response should be decided in the 
                                                                                              

1 See Section 2 for more information on threat levels. 
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response plan. The response and communication between stakeholders should follow the National 
Incident Management System (NIMS) and AEP. A matrix that summarizes roles and responsibilities of 
the unified command during the life cycle of a UAS threat is illustrated in Table 1. 

Table 1. Unified Command Stakeholder Roles and Responsibilities 
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1.1.1 Airport Operators 
The airport operator is the governing body over the airport’s management and operation. Airport 
operators can take many shapes and are typically responsible for safe operations and security of the 
airfield and people. In an airport response to a UAS threat, it is the airport operator’s responsibility to 
plan and coordinate the response effort.2 

Airport operators typically do not have jurisdiction to restrict, mitigate, or prosecute operators of UAS 
that intrude into an airport’s airspace or imaginary surfaces. Considering this, the airport operator needs 
to coordinate with local and federal officials in the event of a UAS threat.  

The airport operator will likely be part of a response to unapproved UAS operators positioned on the 
airfield. This means the airport operator will need to establish a communication plan for events and 
establish common expectations for investigation and/or response. The airport operator will typically lead 
and sponsor all planning and training for responses, and will ensure the continuity of operations during 
and following the threat depending on severity.  

For non-towered airports, it is recommended that the airport operator advise local air traffic through the 
Common Traffic Advisory Frequency (CTAF) to provide increased situational awareness of any present 
UAS threat. The airport operator should continue to monitor the threat and provide updates to pilots that 
are inbound, outbound, or in the airport’s traffic pattern. The flow chart of a UAS threat lifecycle 
illustrated above can be utilized at non-towered airports, but it should be noted that the airport operator 
now plays the vital role of providing both local law enforcement and local air traffic with up to date 
information.  

Airport operators also have a unique responsibility of community engagement. Most UAS threats to 
airports will not be created by nefarious actors or intentions. UAS have a low barrier of entry to the 
airspace, creating a need for local awareness and community training to safely fly UAS. By conducting 
local community outreach, and including city, county, or state agencies, the airport operator can 
decrease the potential for non-criminal UAS threats. See Section 1.5 for more information. 

Title 14 CFR §139.325, Airport Emergency Plan, requires Part 139 certificated airports to have an 
AEP.3 This is a logical place for a UAS threat response plan to be documented. Airport personnel 
responsible for maintaining the AEP should review it to analyze the levels of threat that UAS may pose, 
and the potential response efforts that may be necessary for instances when a UAS has the potential to 
collide with an aircraft. An AEP often incorporates an emergency alert classification and notification 
structure, which could include an alert level for a UAS threat and imminent aircraft accident. 

                                                                                              

2 49 CFR § 1542.215, Law Enforcement Support, states the following: 
Airport operators must ensure a law enforcement presence at the airport that is sufficient to address the evolving UAS 
threat to airports.  Pursuant to 49 U.S.C. § 44903(c), TSA requires all airport operators holding certificates issued by the 
Department of Transportation to establish security programs providing a law enforcement presence and capability at the 
airport that is adequate to ensure the safety of passengers.  The airport’s security program must provide law enforcement 
personnel in the number and manner adequate to support the program. (49 CFR § 1542.215) 
Airport operators must ensure law enforcement personnel have authority to arrest, with or without a warrant, while on 
duty at the airport for violations of criminal laws of the state and local jurisdictions in which the airport is located, when 
committed in the presence of the individual or when the individual has reason to believe the suspect committed a felony. 
(49 CFR § 1542.217[b]) 

3 FAA Advisory Circular 150/5200-31, Airport Emergency Plan, provides guidance to the airport operator in the 
development and implementation of an AEP.  



PARAS 0031 September 2021 
 

Airport Response to Unmanned Aircraft System (UAS) Threats 4 
 

1.1.2 Air Traffic Control 
The primary purpose of Air Traffic Control (ATC) is to facilitate the safe and efficient flow of air 
traffic, and to prevent a collision involving aircraft operating in the NAS. ATC carries a critical role in 
mitigating the risks posed to manned aircraft by a UAS intrusion.  

An airport in a dense urban area can have dozens of UAS sightings per day around its airfield. However, 
most UAS flights will not pose a risk to manned aircraft and thus not need an ATC response. ATC 
should be contacted about viable threats that would interfere with the safe operation of traffic at the 
airport, as ATC has the most immediate ability to advise pilots or direct them away from an area. ATC 
can divert manned aircraft when the UAS threat is credible and quantified.  

In some situations, ATC will be the first to identify or be alerted of a potential UAS threat. In this 
instance, ATC will contact law enforcement and/or airport operations to begin responding to the threat. 
This will most likely also trigger a report to the Domestic Events Network (DEN). At that point, the 
threat assessment will take place and be led by the airport authority. ATC has an internal process for 
notifying other federal divisions and agencies of a UAS threat. This communication cycle should be 
outlined in the response plan and, if warranted, a letter of agreement should be developed between all 
applicable parties (see Section 1.1.9 for more information). 

1.1.3 Transportation Security Administration 
The TSA has overall federal authority in response to persistent UAS threats. Coordination with the TSA 
should take place through the local FSD. The Assistant FSD – Law Enforcement is charged with 
coordinating the federal law enforcement response to a significant UAS threat. TSA is the lead agency 
for the federal response to UAS threats, and TSA law enforcement is the sole group authorized to 
mitigate persistent credible threats. Having a TSA representative on the airport’s UAS working group 
will assist in aligning and disseminating information, and getting the proper support when needed. 
Airports that do not have the capability or resources to have a UAS working group, should hold regular 
meetings with their local TSA contact. 

As of the date of this report, the TSA is developing a national Concept of Operations (CONOPS) for the 
federal response at the Core 30 airports. TSA involvement in a response will begin with a credible and 
persistent detection of a UAS threat. The CONOPS will outline how the recovery and investigation of 
all UAS threats will involve federal agencies (see Legal Considerations). 

1.1.4 Law Enforcement 
Federal, state, and local authorities share the responsibility of protecting airports and their surrounding 
environments from UAS threats. Coordination between law enforcement partners will help ensure a 
unified and complete response. In the case of most UAS sightings and incidents at airports, it is the 
responsibility of the state and local law enforcement authorities assigned to protect airports to respond to 
a UAS in the first instance, and mitigate any impact on airport operations. 

Local law enforcement is critical to responding to a UAS threat, and are most equipped to respond when 
the UAS operator is positioned off airport property. With their jurisdiction and training, local law 
enforcement will likely be the lead on operator engagement and investigation. Law enforcement has the 
jurisdiction to reprimand and prosecute nefarious actors, which makes them a critical part of community 
engagement. It is important to note law enforcement will likely not fully understand the threats and FAA 
regulations governing UAS without training and knowledge of available resources (such as the FAA’s 
Public Safety and Law Enforcement Tool Kit). The airport authority should lead this training effort.  

https://www.faa.gov/uas/public_safety_gov/public_safety_toolkit/
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Airports that have on-site law enforcement are likely to have existing collaboration, training, and 
understanding in UAS matters. For airports without on-site law enforcement, conducting additional 
training and outreach will assist the law enforcement in responding effectively. Mutual aid agreements 
between local law enforcement and the airport can be utilized to outline the methods and plan for a 
response. Airports that have early response plans have found these agreements to be beneficial.  

Training and direct communication between airport authorities and law enforcement are needed for 
effective responses. Airports without an on-site law enforcement presence, a regularly scheduled 
coordination meeting with local law enforcement is encouraged, along with their participation in an 
exercise where intervention is discussed. This will ensure consistent and successful collaboration. 

The Law Enforcement Assistance Program (LEAP), run by the FAA’s Office of National Security 
Programs and Incident Response, is designed to support state and local agencies by denying anyone 
access to the NAS that may pose a threat to national security. This office can take necessary regulatory 
enforcement actions against unlawful UAS operations or offer support to law enforcement agencies 
pursuing criminal prosecution of such operations. LEAP may be most valuable during training and after 
a threat incident, as opposed to during an incident. Additionally, under 49 USC § 114(q)(2), Federal Air 
Marshals (FAM) have authority to arrest UAS operators for violations of federal law and to seek and 
execute warrants for seizure of evidence, including evidence related to UAS. 

1.1.5 Emergency Response 
Emergency response to a UAS threat is different than to an accident, but can involve the same entities 
including ARFF, emergency medical service, public health, environmental health, public works, etc. 
These entities may be located on or off the airport. They are the same entities the airport coordinates 
with for other emergencies, and if an emergency is ultimately declared, the airport’s established AEP 
should be followed. Since UAS threat information can originate from many different sources, the AEP 
should be tightly integrated with the plans from TSA, ATC, the local law enforcement organization, etc., 
to ensure a cohesive planning effort.   

For airports with an Airport Communications Center or Emergency Operations Center, the response 
should be centralized utilizing existing infrastructure. Leveraging the airport-specific TSA Tactical 
Response Plan (TRP) and the Unified National Level Response to Persistent UAS Disruption of 
Operations at Core 30 Airports CONOPS, as appropriate, the process and time to contact emergency 
response entities for a UAS threat will likely be similar to other threats. Emergency response entities 
would typically be contacted after the threat is detected and a threat assessment has been completed. On-
airport ARFF may warrant the earliest contact to be on high alert should they need to respond quickly if 
a collision with a UAS is imminent. All emergency response entities should be familiar with the alert 
notification and warning system in the AEP and TRP as it pertains to UAS threats, and understand the 
relevance to their respective operations. 

1.1.6 State Transportation Agencies 
State transportation agencies (i.e., Departments of Transportation) are not typically tasked with 
responding to individual airport threats, either from UAS or other sources. Post-incident contact may be 
appropriate to potentially identify patterns that may warrant the implementation of policy measures at 
the state government level. For smaller airports that are managed by a state transportation agency, the 
responsibilities outlined in Section 1.1 Airport Operators should apply. 
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1.1.7 Tenants 
Tenants can include fixed-base operators, airlines, freight forwarders, flight schools, aircraft 
maintenance providers, etc. In responding to UAS threats, tenants contacted as part of the normal AEP 
process when the threat level is high and is germane to their operations. For example, a UAS threat to 
aircraft operations may have a high level of relevance to an airline operator but a very low level to an 
airport concessionaire. Tenants should be versed in the alert notification and warning system in the AEP 
as it pertains to UAS threats, and understand the relevance to their respective operations. 

1.1.8 Aircraft Pilots 
Pilots are the most likely to be impacted by UAS threats and often will be the first to report them to the 
ATC. It is then ATC personnel’s responsibility to report such threats to other aircraft operating in the 
area and the responsible Airport Authority (typically Airport Emergency Operations or the Manager). If 
notification of a threat comes from outside the ATC system, then, based upon the threat level, it should 
be communicated to ATC, which would then disseminate the information to pilots in the area. The 
circumstances and flow of reporting can be agreed upon in MOUs. 

When trends of non-threatening UAS operations local to the airport are identified, it is important to 
work with UAS operators, aircraft operators, and the proper air traffic control facility to provide 
situational awareness to aircraft operators. Providing the appropriate level of information about known 
or expected UAS operations can limit any non-threatening UAS being identified by pilots, and protect 
the safety of the aircraft operators. 

1.1.9 Stakeholder Reporting Sequence  
The UAS event reporting sequence typically begins with the pilot or ATC, because they are usually the 
first to see the UAS. If it is the pilot, it should be reported to ATC, and then ATC will take the 
appropriate action to communicate it to other pilots in the area. At this point, the event should be 
reported to the airport operator, law enforcement, and the DEN. For UAS events that are identified by 
the airport operator or law enforcement, ATC should only be contacted if the threat has been reasonably 
confirmed.  

If warranted, a unified command should then be developed to coordinate a response. Members may 
include stakeholders such as, the airport operator, law enforcement, major tenants, and, if warranted, 
ATC and TSA. More information on reporting is included in Section 3. 

Timely reporting is necessary to ensure prompt response by law enforcement and increase their chances 
of locating the UAS operator. The DEN reports the incident to FAA Security and Hazardous Materials 
Safety (ASH). ASH distributes a report to the TSA, FBI, Department of Defense, and DHS. The FAA, 
FBI, and other law enforcement agencies investigate the UAS incident. ASH follows up and facilitates 
the information exchange between the agencies involved. (Might, 2017) 

1.2 Training and Exercises  
Training and exercises are critical for an airport to be fully prepared for a UAS threat. Airport 
Authorities that have trained for UAS response have predominately taken one of two approaches: 

1. Integration of UAS threats into the triennial full-scale emergency preparedness exercise 
2. Independent coordinated training in the form of tabletop exercises 
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It is especially important to use these opportunities to integrate the responses of multiple decision-
making entities and fine tune the airports coordination and communication processes. 

Airports leveraging their full-scale triennial emergency preparedness exercise have a unique opportunity 
to go above and beyond the minimum requirements to satisfy criteria established by FAA and FEMA by 
incorporating UAS threats into the emergency scenario and testing additional capabilities. 

Airports that leverage training for UAS threats or disruptions to airport operations in the form of routine 
tabletop exercises have the opportunity to test multiple unique scenarios, engage specific stakeholders, 
and keep up with ongoing technological advancements in the UAS market. These routine tabletop 
exercises foster a continuous improvement approach, as they take into account the proliferation of UAS 
and consider the advancements in technology, new risks, and opportunities to improve response plans or 
times. As airports prepare to utilize these training approaches, it is important to ensure all employees 
(i.e., all shift schedules) have an opportunity to participate, and that aspects of the training are 
incorporated into new hire orientation. 

To be fully prepared for a UAS threat in and around the airport vicinity, the following components can 
be incorporated into routine training: 

• Review of current UAS regulations  
• UAS operating restrictions in the NAS 
• Tracking and identification of a UAS 
• Reporting UAS sightings and coordinating with involved stakeholders (e.g., ATC, ARFF, and 

local law enforcement) 
• Threat assessment matrices 

An example tabletop exercise has been included in Appendix A. 

1.3 Leveraging other Resources  
There are numerous resources airports can utilize to support developing and implementing a response 
plan to UAS threats. For planning purposes, airports should review their current community engagement 
methods, emergency procedures, training exercises, and letters of agreement to leverage existing 
materials and infrastructure. 

Also, airports should utilize external resources, such as the FAA’s Law Enforcement Toolkit, and their 
local law enforcement technologies and personnel. UAS threats can be wide area concerns that cross 
numerous jurisdictions and threaten other critical infrastructure and airports. Airports should 
communicate with local critical infrastructure operators, such as prisons, Air National Guard or military 
reserve units, and energy infrastructure that may have detection equipment and response protocols that 
can assist in the event of threat. The FAA has provided a Drone Toolkit and Remote ID Toolkit, which 
are also valuable resources for Airport Operators. 

1.4 Public Policy Considerations  
Local and state officials have begun to consider UAS-related legislation, with regulations that are 
primarily focused on privacy issues. Some airports have found ways to coordinate and lobby their local 
officials to support policies that would help protect airports from UAS threats. Examples include: 

https://www.faa.gov/uas/public_safety_gov/public_safety_toolkit/
https://www.faa.gov/uas/media/Remote_ID_Toolkit.pdf
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• Creating zoning restrictions around airports that limit areas from which operators can launch and 
operate UAS 

• Utilizing community planning groups to set up permanent public notices for community 
awareness 

• Developing mechanisms to report planned, authorized UAS operations to ensure airport 
operators are aware of potential UAS sightings 

The FAA has developed a fact sheet for state and local regulations surrounding UAS usage. Examples of 
public policy include 49 USC §§ 114(f) and 114(p)(2); 49 USC §§ 44801, 44904, and 46314; 14 CFR § 
107; and 49 USC § 44903 (j)(2)(D)(i). Other online resources for public policy information include 
AUVSI’s policy map by state. 

1.5 Community Awareness and Education  
Since most UAS threats are not the result of nefarious intent, the best way to protect an airfield from a 
UAS threat is to educate the communities surrounding the airport on how and where to safely operate 
UAS.   

There are numerous strategies to engage with the 
community. Most important is to make information 
and resources available for the local community to 
utilize. This could be in the form of a website with 
safe operation practices and locations, along with 
personnel to contact for questions about UAS policies 
at a local level. Additional strategies include holding 
community engagement events and educational 
lessons for schools. 

Another impactful strategy is to work with local city 
officials to place “No Drone Zone” signs in places 
where UAS typically fly but are not supposed to (see 
Figure 2). Parks, attractions, and high density, family-
oriented neighborhoods all lead to larger than normal 
UAS operations; signs with safe UAS operation tips 
can be placed in these areas. It is important to identify 
these high volume areas and put an emphasis on 
engagement at those locations. There are also times 
of year where UAS operations are more likely, for 
instance around the holiday season and summer. Engagement efforts should be increased during these 
times. 

Examples of signage, derived from the FAA Community Engagement Toolkit, are provided in Appendix 
C. It is suggested to use these examples as a template to develop signage that has a localized focus. It is 
recommended that the airport place numbered “No Drone Zone” placards around the airport, so that 
members of the public who witness UAS operators nearby can contact the hotline listed to report the 
activity and reference the placard zone number. This enables local law enforcement to respond exactly 
to the location of observed activity.  

During all community engagement efforts, it is important to promote safe operation within the NAS 
rather than discourage UAS usage. 

Figure 2. Example of UAS Public Signage at DFW 

https://www.faa.gov/uas/public_safety_gov/public_safety_toolkit/media/UAS_Fact_Sheet_Final.pdf
https://www.auvsi.org/our-impact/av-policy-state
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/
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1.6 Detection Systems and Technology  
Effectively responding to a UAS threat is predicated on being able to detect the threat. UAS detection 
systems are being tested and becoming commercially available. Detection systems can utilize numerous 
different types of technologies such as radio frequency, optical, radar, and acoustic. Currently, there is 
no national standard for detection systems, but the FAA released a technical considerations sheet that 
includes descriptions of the main types of detection technology in early 2019, as well as additional 
information for airports that have or may install detection equipment. This information can be found 
here under “Guidance & Policy.” 

UAS detection systems are distinct from counter-unmanned aircraft system (C-UAS) technologies. C-
UAS technologies are not permitted for airport operators’ use as they have a mitigating aspect in 
addition to the detection component. Under the FAA Reauthorization Act of 2018, Sec. 383, Airport 
Safety and Airspace Hazard Mitigation and Enforcement, the FAA has been directed to test and evaluate 
technologies and systems that detect potential aviation safety risks posed by UAS at five airports. The 
sunset on this program is September 30, 2023. 

Airports that are considering a response plan to UAS threats and deem a detection system necessary for 
their operations should begin planning for the potential infrastructure and cost requirements. The 
systems’ sensors may require placement on top of existing infrastructure and in strategic locations 
around the airfield. Costs vary depending on the level of sophistication and customization of each 
detection system. 

A UAS detection system should be designed with specific requirements to address threat assumptions. 
In a typical detect/identify/intervene process for protecting assets, the standard approach is to extend the 
detection perimeter to create more time to detect and identify possible threats. However, at a civilian 
airport, the area around the airport is likely populated and could contain many different activities, 
including UAS activity that is not a threat. For this reason, it may be useful to have a UAS detection 
system that is effective for commercial consumer-grade UAS. This may aid decision-makers by 
determining what is normal in the environment on a day-to-day basis to help distinguish unusual events.  

Additionally, remote ID will soon be required on UAS. This will make available another layer of 
identification for airport authorities. However, it should be noted that detection systems for commercial 
consumer-grade UAS will not necessarily detect nefarious operators who deliberately operate without 
remote ID or using homemade UAS. Additional information on Remote ID can be found in Section 3.4.  

Prior to installing a detection system, the airport sponsor will need to file Form FAA 7460-1: “Notice of 
Proposed Construction or Alteration.” This allows for the FAA and the airport to coordinate on the 
detection system and take into account the radio frequency and physical disruptions presented by the 
technology. This should be supplemented by a CONOPS for use of the detection system.  

https://www.faa.gov/airports/airport_safety/media/Attachment-3-UAS-Detection-Technical-Considerations.pdf
https://www.faa.gov/airports/airport_safety/
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SECTION 2: THREAT ASSESSMENT 

When a UAS has been detected, a comprehensive threat assessment must be completed. While not all 
UAS sightings or detections are a significant threat to the airport and aircraft, they may present safety 
concerns that need to be identified and addressed. An example threat assessment matrix has been 
provided below. The airport and its stakeholders should develop a threat matrix tailored to their airfield 
and operations. 

2.1 Threat Assessment Matrix 
A standardized matrix should be used to assess the threat a UAS poses to the airport and its operations. 
This threat matrix should be developed in the planning stage and incorporated into the airport planning 
documents and training.  

The factors that affect threat levels include but are not limited to: 

• Location   
o Distance from airport 
o Airport vicinity (airside/landside) 
o Land-use type (e.g., park where UAS are often seen) 

• UAS size 
• Number of UAS 
• Time of day 
• Length of detection 
• Altitude 
• Trajectory information  
• Critical airspace intrusion  
• Type of detection (credibility) 

Low levels of threat would pose no interruption to airport operations, while high levels would be 
persistent, disrupt operations, and present a safety risk. That risk could be either to conventional aircraft 
or to people and property on the ground. 

Threat assessment will be complicated by the fact the initial report(s) may come from the general public, 
and therefore may have some ambiguity or inaccuracies. This makes it especially important to have any 
reports quickly input into a methodical assessment process. Depending on the UAS location, visual sight 
or detection via technology should occur before reporting to air traffic.  

It should be noted that assessing a UAS threat needs to be a collaborative effort between airport 
operations and airport or local police. The flow chart in Figure 3 (excerpted from Figure 1 in the 
Summary section) illustrates the threat assessment workflow in the event of a UAS threat detection or 
notification. 
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Figure 3. UAS Threat Assessment Workflow 

 

A threat level assessment should be made based on all available information and needs to be continually 
assessed as new information is provided. The level of threat will vary based on an individual airport’s 
unique characteristics. A sample threat assessment matrix based on distance from the airport is presented 
in Table 2. It is essential for an airport to review the variety of factors listed above and develop threat 
assessment matrices unique to their own facility.   

Table 2. Threat Assessment Matrix 

                Threat Level 
 
Factor: Location            

Level 1 
Minimal 

Level 2 
Major 

Level 3 
Catastrophic 

5–10 miles from 
airport Low Medium Medium 

2.5–5 miles from 
airport Low Medium High 

Less than 2.5 miles 
from airport Medium High High 

An example of threat levels developed by the Blue Ribbon Task Force (UAS Mitigation at Airports, 
2019) is presented in Figure 4. 
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Figure 4. Blue Ribbon Task Force Threat Level Definitions 

 

Airports can also utilize a scoring system to assign threat levels, as illustrated in Figure 5. In this 
example, a selection of high would correlate to a 3, medium 2 and low a 1. Adding together the 
corresponding numbers enables the airport to classify if the risk is high, medium or low. Location of 
UAS would indicate a high overall threat regardless of the outcome of the scoring exercise if it is on 
airport property.  
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Figure 5. Threat Assessment Scoring Matrix 

 

2.2 Threat Assessment Locations 

Not all locations around the airport are considered high risk if a UAS is detected. Specifically, airport 
property and the approach/departure corridors present the highest risk. This is in accordance with a UAS 
pilot’s ability to get authorization to fly in controlled airspace through the low-altitude authorization and 
notification capability (LAANC). LAANC allows UAS operators to fly in low-risk areas up to pre-
determined altitudes in controlled airspace. ATC typically has LAANC authorization records, and third-
party vendors are offering it to airports. Developing a risk zone map will assist in a timely threat 
assessment. UAS in a low-risk area will likely result in a limited response and monitor plan, while high-
risk areas will trigger an immediate response. 

Each airport’s risk zones will be different. Altitude plays a critical role in determining risk to air traffic, 
and working with pilots, ATC and the community will assist in determining areas specific to the airport 
that present higher risk. Examples include known regular low-altitude helicopter operations that may not 
follow traditional approach/departure corridors. 

Utilizing Part 77 surfaces can assist in creating natural boundaries for risk zones. Figure 6 shows an 
example of using these surfaces to develop a map for all stakeholders to reference. While a UAS in a 
low or medium risk zone may not warrant an immediate response, other attributes such as its altitude, 
trajectory, speed, and length of time flying can increase the threat. 

https://www.faa.gov/uas/programs_partnerships/data_exchange/
https://www.faa.gov/uas/programs_partnerships/data_exchange/
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Figure 6. Example Risk Zones 
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SECTION 3: RESPONSE 

When a UAS is detected, a threat assessment should be conducted and a response initiated. The threat 
assessment will dictate the appropriate response required based on several criteria. The response should 
be airport specific, and should be based on threat level. For a response to be successful, numerous 
stakeholders must work together towards their respective goals (see Table 1, Section 1.1). 

The most difficult challenge in 
conducting an efficient response is 
determining the location of the UAS 
and/or operator. Police are best equipped 
to begin the response centered on the 
operator, while airport operations can 
attempt to visually confirm and monitor 
the UAS while relaying information as 
described in Section 3.1. Because a UAS 
is difficult to see and can easily travel in 
any direction, it is important to quickly 
dispatch the closest resources but alert as 
many resources as possible.  

Airports do not have the legal authority 
to eliminate or mitigate a UAS threat 
(Title 18). The FAA’s guidance on 
responding to a UAS threat is to follow D.R.O.N.E (Law Enforcement Guidance for Suspected 
Unauthorized UAS Operations, 2018): 

Direct attention to the incident and work to identify individuals involved 

Report the incident to FAA and law enforcement 

Observe the UAS and maintain visual contact 

Notice attributes about the equipment and environment 

Execute pre-determined policies and procedures 

3.1 Information Dissemination and Notifications 
If a UAS threat is detected by airport personnel, certain information should be immediately recorded for 
dissemination to ATC, law enforcement, and other pertinent entities. Specifically, a description of the 
UAS, including  color, type, propulsion, and registration number, if viewable. If known, the location of 
the launch site, flight path, and any available information about the operator should be disseminated to 
law enforcement. 
  
The initial reporting of a UAS sighting or detection can come from various parties. This creates a 
challenge in planning a response based on different information origins. Once the threat is defined, 
developing a unified command/communication center will assist in gathering information from all 
parties and effectively responding to both the operator and the UAS.  
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The timeliness and method by which information is conveyed is crucial to an effective response. 
Telephone or radio communication is the fastest way to disseminate information in real time, and should 
be used to begin the response whenever possible.  

3.1.1  “Watch and Report” Programs 
While the identification of a UAS is difficult, there are strategies to encourage public and employee 
participation in actively finding or reporting unauthroized UAS. Having a pre-established program that 
encourages people to search for and report location information can be invaluable during a response. 

Through community engagement, airports can set-up a “watch and report” program on their website or a 
designated phone number that allows for community members to submit reports of a UAS operating 
near an airport. Sharing this tool with law enforcement can also quickly get reports directly to airport 
operations to begin a response if deemed necessary. A tool like this should be actively promoted 
throughout the community. 

3.2 UAS Tracking and Locating Strategies  
UAS can be difficult to find in the sky, especially if the system is a small off-the-shelf UAS. Strategies 
to find and track the UAS include: 

• Divide the sky into grids and task multiple people with scanning the sky in small increments 
from top to bottom and side to side 

• UAS are easier to spot on a cloud backdrop, so start your search there if possible 
• Audible cues can also assist in determining the location 
• If detection devices are used, information to help find and identify the threat are: 

o Positional information 
o UAS ID description  
o Time 
o Controller ID  
o Geofence penetration 
o Telemetry 
o Frequency 

3.3 Operator Contact and Intrusion Mitigation 
Local law enforcement, airport police, FAMs, and the FBI are the agencies best equipped to handle 
operator contact. Understanding the juristictional responsibilities of these agencies is critical to building 
a mitigation and communication plan. Information such as the location of the UAS, potential location of 
the operator, and best way to communicate those locations to law enforcment are important 
considerations for an effective response.  

As discussed in Section 1.1.4, local law enforcement may not have a comprehensive understanding of 
FAA regulations and drone practices. For that reason, it is critical to engage with those law 
enforcmement agencies to provide training and information to help ensure an effective response when 
called upon. 
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Mitigation is a complex issue that is not in the purview of airports or local law enforcement. When 
necessary due to a credible persistent threat, a federal response can utilize mitigation techniques.   

3.4 Remote ID 
Remote ID is crucial for identifying a UAS that might be unlawfully operating in the NAS and vicinity 
of the airport. The concept allows for the reduction of careless/clueless operators near the airport by 
allowing the security personnel to easily identify the location of the UAS user; however, this does not 
address users with nefarious intent, who can use systems without remote ID capability. The Final Rule 
for remote ID became effective April 21, 2021. The latest information can be found here; a toolkit can 
be found here.  

The remote ID concept comprises the following framework: 
1. Owner registration of the UAS using the unique serial number assigned by the manufacturer 
2. Broadcast and/or transmit remote ID data while operating the UAS 
3. Remote ID UAS Service Suppliers (USS) will collect and store broadcasted/transmitted data 

from users on behalf of the FAA 
4. Public access to data from Remote ID USS or through a personal device that can read a local 

broadcast 

Remote ID can help the FAA, law enforcement, and federal security agencies track UAS by providing 
the following information:  

• A unique identifier for the UAS 
• The drone’s latitude, longitude, geometric altitude, and velocity 
• An indication of the latitude, longitude, and geometric altitude of the control station (standard) 

or take-off location (broadcast module) 
• Time marks 
• Emergency status (Standard Remote ID Drone only) 

The current compliance date for manufacturers is October 21, 2022; for operators, the compliance date 
is October 21, 2023. 

 

https://www.faa.gov/uas/getting_started/remote_id
https://www.faa.gov/uas/media/Remote_ID_Toolkit.pdf
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SECTION 4: RECOVERY  

The level of effort necessary for recovery after a UAS threat is dependent upon the gravity of the 
incident itself. If the threat resulted in an accident, then the airport’s accident recovery plan should be 
followed. This is typically detailed in the airport’s AEP. 

During recovery from a UAS threat, the most important element is to re-establish safe airport operations. 
For this to happen, the Aircraft Movement Area must be FAR 139 compliant (if applicable) and the 
AOA must be secure from any disturbances caused by the threat. The AEP should be followed at this 
stage, and updated in the next planning cycle to reflect necessary changes to address UAS threat 
recovery. 

For the 2018 drone incident at Gatwick Airport, one of the hardest challenges was declaring an end to 
the threat and resuming normal operations. This was due to multiple factors, including inaccurate UAS 
reports from the public, an excitement level/malicious reports from the public, and a lack of detection 
capabilities. Even if an airport has detection systems installed, there likely will not be a complete system 
that can unequivocally ensure clear airspace and a neutralized threat. A sterile airspace per the detection 
system will just be one component of the decision to return to normal operations. The decision-making 
process for returning to normal operations is complicated, but airspace decisions will be led by the FAA 
with input from a unified command. 

The recovery phase should also include detailed documentation of the event, including an incident 
report, damage assessments, and financial impacts. The UAS type, size, and operational characteristics 
should be documented, along with procedures taken to mitigate the impact of the threat.  

4.1 Investigation 
The airport’s role in the investigation following a UAS threat will likely be assisting law enforcement in 
information gathering. The FAA asks that the following information be captured for investigation: 

• Identity of operators and witnesses (name, contact information) 
• Type of operation (hobby, commercial, public/governmental)  
• Type of device(s) and registration information (number/certificate)  
• Event location and incident details (date, time, place)  
• Evidence collection (photos, video, device confiscation) 

4.2 Communication Strategies 
A UAS threat recovery decision should include appropriate stakeholders, as outlined in Section 1.1. 
These stakeholders should be provided a consistent set of threat assessment facts, and each should either 
concur or state their objection to returning to normal operations. The airport operator or central authority 
(if a unified command is established) will record the responses and declare a “situation normal” or 
“situation modified” position. 

A process should be established for responding to requests for information regarding the incident from 
the public or the media. The public information officer should handle all interface with the media. The 
public information officer should disseminate information consistent with all other involved agencies. 
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4.3 Near Future Precautions  
Following a UAS incident with criminal intent, secondary UAS may be deployed to cause further 
disruption. UAS incidents can also spur copycat actors inspired by the initial event. Directly following a 
UAS incident, it is important to remain vigilant of the area and take reports with a heightened 
preliminary threat level. 

During this timeframe, which can vary depending on the level of public knowledge of the incident, there 
are additional precautionary measures that can be utilized. Examples include increasing the actionable 
range of detection systems, responding to all detected UAS sightings, and working with law 
enforcement and local media to ask for additional community participation in reporting suspicious UAS 
activity. 

4.4 Community Involvement 
Following an incident involving a UAS, it is important to take the lessons learned and impacts of the 
event to the community to better prepare for and lessen the likelihood of a future incident. Through 
social and local media, the incident can be used as a learning opportunity for the community to 
understand the implication of operating UAS near airports. The FAA developed a useful UAS 
Community Engagement Toolkit for this purpose. 

4.5 Reflect and Review 
After recovery from a UAS related threat, it is important for airport operators to foster an environment 
of continuous improvement by reviewing key phases in the UAS threat life cycle flowchart (Figure 1) 
and learn from their real world experience. All stakeholders involved in the incident should be engaged 
to identify lessons learned and areas of improvement. This should be used as an opportunity to update 
the AEP or UAS response plan and associated training materials to better prepare for future incidents. 

 

https://www.faa.gov/uas/resources/community_engagement/
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SECTION 5: EXAMPLES AND CASE STUDIES 

Some airports have taken steps in preparing a response plan for UAS threats. Two airports in particular, 
Tampa International Airport (TPA) and Dallas/Fort Worth International Airport (DFW) have led 
airports’ preparedness to UAS threats. This includes developing working groups, conducting training 
and exercises, and installing detection infrastructure. The descriptions below include best practices from 
each airport collected through interviews and site visits. 

5.1 Tampa International Airport 
TPA has a robust response protocol to UAS threats. The airport installed a detection system, allowing 
them to view many commercial, off-the-shelf UAS flying in the airspace surrounding the airport. The 
airport has also developed training plans and held numerous tabletop exercises for their response plan. 

In preparing for a UAS threat, the airport has broken its airspace into two areas. The first area is a 
monitor ring in which the airport will monitor any UAS reports and detections. The second area is an 
action ring in which a UAS presence will trigger a response. The operations manager will only call ATC 
if the UAS threat has been visually confirmed or the credible detection/report is above a preset altitude.  

The airport has developed zoning and land-use rules for UAS operations. The airport uses heat mapping 
to identify problematic areas that see numerous UAS operations. To further prepare, the airport has 
worked with TSA and other stakeholders to train for UAS threats regularly. Commercial UAS operators 
in the area have been invited to participate in these exercises, furthering the airport’s public engagement 
with the UAS community. 

A response to an unauthorized UAS at TPA includes airfield operations and airport police. The TSA 
operations center is also notified of the response.  

5.2 Dallas/Fort Worth International Airport  
DFW has established a UAS working group, which meets four times per year for briefings and training. 
The group includes numerous key stakeholders: FAA, TSA, various airport departments, and airlines. 
The working group allows DFW to disseminate information and engage diverse perspectives in 
preparing for a response.  

The airport also proactively installed UAS detection technology on the airfield, which the airport 
monitors to identify potential UAS threats. The airport has a documented response plan for UAS threats, 
and will respond to all unauthorized UAS threats within a specified detection zone. Each response 
differs depending on the threat level and location.  

Each UAS detection within the specified detection zone is disseminated by the Integrated Operations 
Center to airport operations and law enforcement. The airport police have mutual aid agreements with 
local jurisdictions surrounding the airport that can assist with a response when needed. The ATCT is 
notified after the threat has been visually confirmed. To do this, the Integrated Operations Center 
dispatches airport operations and police personnel to search for the UAS and its operator. An 
investigation will be conducted on all unauthorized flights, and will include appropriate local, state and 
federal law enforcement agencies as needed.  

DFW integrated UAS into their triennial exercise in 2018.  
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 EXAMPLE TABLETOP EXERCISE 

The following tabletop exercise has been built using elements of a tabletop exercise provided by TPA. 
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 RECURRENT TRAINING TEST 

The following recurring training test is based on successful test of strategies conducted at DFW during 
the development of this guidebook. 

• Set a date and time to conduct the training. Obtain airspace authorization from the FAA to 
conduct the training. You should inform all necessary stakeholders of the testing, including ATC, 
pilots via a NOTAM, airport security, police, and operations. To ensure a successful training, 
this notification should not include specific details on the time and location of the test.  

 

• Select and travel to the location. Have observers both at the UAS location and with key 
stakeholders, such as inside the airport communications center. 
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• Lift the UAS to a minimal height following all appropriate rules. 

 

• If a detection system is installed, the UAS deployment should trigger a detection and response. If 
not, report a UAS sighting to the airport communication center.  
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• Track the time and efficiency of the response. Key items to track include the time and type of 
information that is disseminated, the length of time until a confirmation of the threat, and the 
total number of responding personnel. 

• Once the training is complete, land the UAS. 
• Conduct a debrief and lead a lessons-learned conversation.  
• Repeat this training for different personnel and scenarios. 
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